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Preliminary design document
Goal: Provide a centralized and secure management infrastructure for user information and interaction.
Components and technologies:

· Service: Web Application written for .NET that provides user services.
· Access, authentication, and system services (“Reika”): Web Service written for .NET providing access to data store and authentication of users. A small subset of service functionality will also be provided to aid developers (such as ecommerce support). All inter-service communication is directed either through this application or managed by it.
Definition: Profile


Collection of attributes assigned to a user. Contains traditional vCard-like information, as well as a hierarchical attribute storage system. Permissions on the attributes are user definable, and public access can be granted.
Definition: Access Server, a.k.a. Reika

Name given to the middle tier service. Access is managed (both access to the service through user authentication and access to data/services both in Reika and backend services through permissions), communication is directed (routing for simple services and tunnel instantiation for complex services needing low-latency content movement), and Profiles are managed.
Definition: Frontend service


Frontend services provide user-centric applications that integrate aggregate data pulled from backend services. These are the only things a user will ever see, and all data management will be guided through them. Data is not allowed to persist on these servers any longer than the session does. Long term storage should either go with Reika or an appropriate backend service. Note that Frontends are not necessarily web-based, and can be thin-clients tunneling over various supported protocols.

Example: “Friendster” web service, forums, game GUI

Definition: Backend service


Applications that manage the data received from and requested by the Frontend. They may be a simple database, or complex applications with session/application data persistence. No direct user interaction is allowed, and all communication is regulated by Reika.

Example: “Friendster” data storage, forum data storage, game server 

Definition: Fringe service


These are a special type of service in that they do not follow the suggested model of frontend/backend. Instead, they are isolated applications that use Reika only for authentication and basic user data services. It’s best to think of them as Frontend services that either have no data to store, or store everything in Reika.

Example: Web store
Service relations/security:

There are a strict set of rules that must be followed at all times. The API will be built to disallow most infringing actions, and any that do not lend themselves to that method will be caught by a strict permission system and mandatory security tokens for all inter-service communication. Frontend and backend services must be registered with Reika before any connections are allowed (incoming attempts from unregistered communications will be ignored), and a default setting of trust will be assigned. Administrators can then elevate services depending on what is needed, and sign the traffic with a public/private key pair; this will prevent services from accessing user data, or delegate services to accessing only the data relevant to their tasks. Note that services should be designed to fail gracefully when data is denied.

Frontend services are allowed to connect only to Reika. All requests and submissions must be pre-authenticated and signed with the proper security (ones that are non-conformant will be ignored). Backend services are allowed to connect directly to frontend services with the permission of Reika; ideally these backend services will be protected on the network, and no inbound connections can be made. These outbound connections are to be initiated only by request from the frontend, this way Reika can verify the location and methods used for the connection, and ensure that the target frontend is valid.

Example communication pattern:
· User navigates to frontend
· Frontend responds with login page

· User enters username/password and submits

· Frontend receives request, validates input, and forwards to Reika

· Reika verifies user info and caches result upon success

· User is directed to frontend content

· …

· User requests detailed query (graphics, lots of data, etc)

· Frontend checks session cache, if miss then forward request to Reika

· Reika verifies request/permissions, and forwards to appropriate backend

· Backend gets data, and depending on the service/result size:

· Negotiates connection to frontend to stream data

· Returns data instream

· Frontend caches data in session (if allowed), and outputs result

· User logs out

· Frontend forwards any needed info to Reika (session statistics, etc)

· Reika stores data and drops user cache

· Frontend drops user session cache
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